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What’s in a rhizome?

The ‘rhizome’ used here 
comes from the work of 
Deleuze and Guattari, who 
formed one of the power-
houses of French philo-
sophical-psychoanalytical 
theory development during 
the 1980s. The concepts that 
they developed continue 
to energise thinking and 
creativity in the arts and 
sciences. For us it repre-
sents a departure point for a 
contemporary understanding 
of digital identity, one that 
resonates with cartographic 
or map-like metaphors: 
• decentralisation, having 

multiple entry points;
• connected, unpredictable 

and branching in many 
directions;

• with no single true view, 
there are only ever partial 
perspectives.

Readings

Deleuze & Guattari 
(1987). A Thousand 
Plateaus: Capitalism and 
Schizophrenia. Minneapolis: 
University of Minnesota 
Press.

Sermijn, Devlieger and 
Loots (2008). The Narrative 
Construction of the Self: 
Selfhood as a Rhizomatic 
Story. Qualitative Inquiry, 
(14)4:632–650.

The Rhizome Project

Rhizome is a research and 
development project, funded 
by Eduserv, exploring the 
key social and technical 
elements that impact on the 
construction of online identi-
ties.

Project coordinator

Steven Warburton, 
King’s College London, UK. 

Project team

Margarita Pérez García, 
MENON Network, BE.

Graham Attwell, 
Pontydysgu, UK.

Resources

For more information about 
the design pattern methodol-
ogy and participatory pattern 
workshops for digital iden-
tity see the Rhizome Project 
website at 
www.rhizomeproject.org

Related projects

The Pattern Language Net-
work database at 
http://purl.org/planet/Main/

Contact

Steven Warburton, 
King’s College London, UK: 
steven.warburton@kcl.ac.uk 

About the Rhizome project
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Our relationship with the Internet is changing. 
Mobile devices, wireless connectivity, and our 
increasing virtual presence across multiple social 
media services have all but collapsed the bound-
ary between being online or offline. Together the 
virtual and the real form the seamless space in 
which many of us live out our daily lives. We 
fashion the self through social interaction, com-
munity and network affiliations, and here come 
to construct our identities as well as interpret the 
identity of others.
The ease with which individuals can now pro-
duce, reproduce and distribute digital content has 
powerfully shifted the ways in which we think 
about global connectedness, media access and 
distribution, social action and the production of 
knowledge.
Our ability to engage so readily with digital me-
dia and online networks is empowering but our 
resultant actions also make us vulnerable. We 
suffer the pressures of information overload, time 
management and, as we argue in this publication, 
the need to curate our increasingly visible digital 
lives. The Internet is not a set of static objects 
but a dynamic network of connected, interacting 
subjects.

How does our online visibility affect who we 
think we are and our ability to act with purpose 
and intent? How should we ethically respond to 
concerns about the impact of one person’s online 
behaviour upon the lives of others. These are two 
of the questions that are explored here.
We focus on a design pattern called ‘Putting Chil-
dren First’ and two supporting case-stories that 
describe the dangers of using an online photo-
sharing service. Together they illustrate the com-
plexities of negotiating our responsibility to oth-
ers when we are in the process of developing our 
own digital identities. This pattern offers a design 
solution for using social media in a thoughtful, 
literate and ethically responsible way.
One of the aims of this publication is to raise 
awareness and we hope you will distribute this 
material as widely as possible.

Introduction
“Who am I then? Tell me first, and then, if I like being that person, 

I’ll come up: if not, I’ll stay down here till I’m somebody else.”  
Lewis Carroll, ‘Alice’s Adventures in Wonderland’.

As Facebook has increasingly focused its attention on global expansion and increased penetration 
across countries and regions, the site has catapulted to the number 6 ranked web property worldwide 
with 275 million visitors in February 2009, a 175% increase versus a year ago. One of the global 
regions that best illustrates Facebook’s growth is Europe, where the site has seen a 314% increase 
to nearly 100 million visitors - from an estimated 322.1 million Internet users in Europe in 2009). 

http://www.newmediatrendwatch.com/regional-overview/103-europe?start=7
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Whether we call it ‘digital identity’, ‘online per-
sona’ or ‘virtual self’ we are talking about ac-
cumulated electronic data that references us as 
an individual - the things that we say about our-
selves, the things that others say about us, and/
or the products of our electronic transactions 
that are driven by human-machine or machine-
machine interactions.

In the Rhizome project we have been exploring 
the impact of social media on the construction, 
interpretation and management of online identi-
ties. Rather than approach these issues from a 
heavily theoretical stance we have been interest-
ed in uncovering individual practice. The practi-
cal steps we take to manage our online presence 
when we are faced with multiple possibilities and 
often-contradictory advice.

Digital Identity
The term digital identity is problematic in that its definition is so 
broad. It stretches from the certification of an individual to par-
take in authentication-based transactions (e.g. managing an on-
line bank account) to our online persona/s that are made visible 
through selective acts of self-disclosure, such as writing a blog or 
sharing our Facebook profile.

The dimensions of digital identities: from technically determined ‘digital ID’ to socially constructed 
‘digital selves’.
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It is impossible to decouple identity from our 
sense of self. Similarity and difference play a 
strong role in identification, and in the dialecti-
cal process of knowing who we are and therefore 
where we can act. The digital spaces we inhabit 
are performative extensions to our real world 
activities and similarly our digital identity is not 
separate from what we understand as “identity”.
The Rhizome project has been both observer and 
reporter, bringing together groups of users to 
share their narratives of performing and manag-
ing online identities. 
Much of the unease experienced in maintaining a 
digital identity stems from the realisation that our 
online presence is often distributed and fractured, 
made up of bits and pieces that Levi-Strauss 
would call Bricolage. One response to this dis-
comfort is to attempt to stabilise these multiple 
configurations by creating consistent, authorita-
tive sources to corral our errant data.

Oh my word! I started to look at my digital 
identity today. All that stuff that’s out there 
about me on the internet. It’s a bit shocking. 
And mostly very out of date. Plus photos 
that I didn’t expect to be public. It definitely 
needs managing! Now to find out how.  
http://sophiehigman.wordpress.
com/2009/05/26/digital-identities/

And here lies the difficulty of defining the bound-
aries of digital identity. As we pass through our 
many technically mediated socio-cultural spaces 
– the networks in which we socialise, the com-
munities we join –  identity remains in flux and 
we can only ever capture a glimpse of ourselves.

Digital identity matters
“[The self …] An individual’s reflexive sense of his or her own 
identity, constituted vis-à-vis others in terms of similarity and dif-
ferences, without which she or he wouldn’t know who they are and 
hence wouldn’t be able to act.” 

Jenkins, R. (2004). Social Identity. London: Routledge
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Digital identity can be understood as a contin-
uum. At one end we find the ‘simpler’ or ‘nar-
row view’ where digital identity is ‘a collection 
of credentials online’ used in electronic transac-
tions, for example ‘to gain access to online re-
sources in read and/or write mode - internal uni-
versity documentation, journal articles, library 
systems, students records, personal blog, e-com-
merce sites, etc.’ This digital identity is related 
an individual’s assertion of identity: ‘it is a veri-
fication of who I am in order to complete online 
transactions safely’. In contrast, the other end of 
the spectrum is characterised as the ‘fundamental 
side’ or the ‘broader view’. Here digital identity 
is understood to be ‘the online representation of 
one’s self’ or ‘one’s representation in a digital 
space’. The majority saw digital identity as form-
ing a part of their more holistic understanding 
of individual identity: ‘My DI is part of me. In 
an increasingly online existence, it forms a large 
part of the way other people can get to know 
me’. Digital identity therefore represented a part 
of personal identity that is mediated through the 
Internet and that exists in ‘the digital world’ – it 
is a ‘collection of materials (about oneself) in 
cyberspace’ and includes ‘all information about 
myself, my personal data/files, and all online 
references to/about me, even if this information 
were separated on private and public websites’. 

Metaphors provide a way of conveying personal 
understandings of digital identity. For some this 
was via the ‘image’: ‘it is my identity, thus my 
image, which is computer or IT mediated’ and for 
others digital identity acted as a ‘bridge’ between 
digital and non-digital spaces: ‘it is a bridge 

between virtual identities that exist only inside 
computers and things in the real world’, or like 
a ‘mirror’ digital identity was represented as ‘the 
reflection of you in the mirror, in this case in the 
digital mirror, is not you complete, but definitely 
it is you’. 
There is no single viewpoint on one’s digital 
identity. There are only ever partial views each 
representing different facets: ‘[Digital identity] 
reflects the different aspects of my personality I 
present in different contexts – in one of several 
overlapping professional roles (researcher, lec-
turer, doctoral supervisor, project manager, com-
mittee member) and personal relationships’.
How real is our digital identity? Should we be 
suspicious of the term when digital identity 
might be considered ‘an artificial construction - 
as almost everything with the word digital’ or in-
deed ‘something that we are used to or know very 
well in our analog environment, and that we have 
also found in the Web’. Perhaps the term ‘online 
identity’ would be more appropriate because is 
not about the digital nature of identity but more 
about its’ existence in online spaces - ‘the way 
my identity is constructed around various online 
activities’. A more expansive view challenges the 
digital distinction -  ‘the current issue is wheth-
er the word digital is the most useful prefix for 
identity. It seems to create an artificial constraint. 
The issue is identity, and although technology 
has provided many exciting new ways of dealing 
with identity, putting a fence round the digital bit 
seems limiting’.

What does it mean to you?
We asked a group of researchers, practitioners and technology 
experts the following question ‘What does the term digital identity 
mean to you?’ Seven interrelated themes emerged from the re-
sponses, all highlighting the complexity of articulating identity in 
online spaces.
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Our audience makes us who we are. Digital iden-
tity is as much about what we present of 
ourselves as how others perceive infor-
mation about us -  ‘the part of one’s 
individual identity that is expressed 
by the individual but perceived by 
others’ or ‘the views other parties 
have of the totality of digital evi-
dence about you – the content you 
post, and materials other people 
author or contribute to the 
corpus of information on the 
Internet’. 

Are we in control? Creating a digital identity 
is for some a voluntary act, it is ‘a serious 
attempt to present a professional identity in 
cyberspace’ or ‘the means through which I 

represent myself within a variety of digital spac-
es’. We could interpret this as personal branding, 
however others emphasise the tension between 
the deliberate and accidental projections of the 
self , the ‘usual or constructed person through a 
networked technology, and the perception and 
interpretation of that persona by an individual 
or audience’. This can lead to a feeling that our 
digital identity is not entirely under our control - 
‘as an individual with content on the Web, I can 
control some of it, some of the time’.

Whatever the differences expressed by our re-
spondents in their understanding of digital iden-
tity, all agreed that it served to build trust rela-
tionships between machines and human beings 
and it contributed to building reputation. It was 
recognised that one critical feature of our digital 
identities is their persistent and in this they pos-
sess an incredible capacity to impact on our indi-
vidual reputations.



Performance
The persona can be understood 
as the role that a person plays 
in society. In ancient Greek 
the word “persona-lity” has a 
dramatic meaning. It is derived 
from the word for “mask”. The 
function of the mask was not to 
hide the actor but give informa-
tion about the character. 
Erving Goffman’s dramaturgical theory is built 
upon the premise that a person’s identity is not 
a stable and independent psychological entity; it 
is constantly remade as the person interacts with 
others.
Goffman (1959) used the metaphor of a drama to 
explain how social meaning is attributed to a per-
son in ordinary, everyday interaction. Through 
his work we see how the persona, both on and off 
the stage of life, and with various audiences, is 
manifested through performance. In other words, 
how well the role-plays and scripts we use in eve-
ryday life are delivered and interpreted by others. 

“When an individual plays a part he implic-
itly requests his observers to take seriously 
the impression that is fostered before them.” 
   Goffman 1959 p28

Goffman believed, as do many social theorists, 
that the “self” is socially constructed. People at-
tribute my characteristics to me and as an indi-
vidual I cannot be understood separately from the 
social contexts in which I mingle. As a performer 
I can consciously guide my audience to my own 
ends. Some might argue that in this sense we are 
our own spin-doctors.  With Goffman’s work in 
mind, rather than ask what is digital identity per-
haps it is better to observe how identities are per-
formed in digital spaces.

16 Digital Identity matters

Goffman, E. (1959). The Presentation of Self in 
Everyday Life. Reprint. Penguin Books, 1990.
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Sharing expert knowledge
The Rhizome has been organised towards pro-
ducing practical, usable outputs. This has helped 
define the type of approach we have taken to ex-
ploring digital identity. Many people are already 
building, managing and developing their online 
presence. And doing this successfully. Our aim 
has been to capture these successful practices – 
evidence of what we might call expert knowl-
edge – in a form that can be passed on to others.  
One way forward might have been be to define 
a set of ‘best practices’. But the problem with a 
best practice is that it unclear what we mean by 
‘best’ or even ‘good’. They also suffer from be-
ing overly directive, stand decoupled from their 
evidence base and therefore feel decontextual-
ised. But perhaps most damaging is that they can 
be contradictory and closed.

We have chosen a different path and adopted a 
design pattern approach. We are all designers. As 
Herbert Simon put it in his influential book, The 
Sciences of the Artificial: ‘Everyone who designs 
devises courses of action aimed at changing ex-
isting situations into preferred ones’. A design 
patterns approach allows us to capture the extant 
design knowledge in successful expert practice, 
in a structured and transferable form. These are 
representations of practice that are  appropriate 
to the user, present the essential elements and 
encourage creative as opposed to derivative use.

Reference:
Simon, H. (1969) The Sciences of the Artificial. 
Cambridge, Mass: MIT Press.
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A solution to a problem in a context.
“One thing expert designers know not 
to do is solve every problem from first 
principles. Rather, they reuse solutions that 
have worked for them in the past. … These 
patterns solve specific design problems and 
make … designs more flexible, elegant, and 
ultimately reusable. They help designers 
reuse successful designs by basing new de-
signs on prior experience. A designer who is 
familiar with such patterns can apply them 
immediately to design problems without 
having to rediscover them”. 

   Gamma 1995, p1

The design patterns paradigm (Alexander et al., 
1977) was developed as a form of design lan-
guage within architecture. This was done with 
the explicit aim of externalizing knowledge to al-
low the accumulation and generalization of solu-
tions. It also facilitated community participation 
in discussions relating to design. Alexander’s 
patterns were organized into a coherent system 
called a pattern language where the interrelations 
between individual patterns were articulated. 
The idea has been embraced in several other 
disciplines, starting with software engineering. 
More recent examples of design pattern collec-
tions include hypermedia (c.f. German & Cowan 
2000), interaction design (c.f. Erickson, 2000), 
e-learning systems (c.f. Derntl & Motschnig-
Pitrik, 2004), and the design of computer science 
courses (Bergin, 2000). These patterns and pat-
tern languages have enabled designers to share, 
discuss and aggregate their knowledge across di-
verse communities.
The original definition of a design pattern posi-
tions it as a high-level ‘method of design’ which 
specifies the context of discussion, the details of 
a problem, and how these can be addressed. 

In ‘Pattern Languages’ Alexander writes:
Each pattern describes a problem which 
occurs over and over again in our environ-
ment, and then describes the core of the 
solution to that problem, in such a way that 
you can use this solution a million times 
over, without ever doing it the same way 
twice. 

And in the ‘Timeless Way of Building’ he de-
scribes the interelationships between pattern ele-
ments in more detail:

Each pattern is a three-part rule, which ex-
presses a relation between a certain context, 
a problem, and a solution.

Each pattern therefore is a relationship between a 
certain context, a certain system of forces which 
occurs repeatedly in that context, and a certain 
configuration which allows these forces to re-
solve themselves.
In language, a pattern is an instruction, which 
shows how this design configuration can be used, 
over and over again, to resolve the given system 
of forces, wherever the context makes it relevant. 
(Alexander, 1979).

References
Alexander, C. (1979), The Timeless Way of 
Building, Oxford University Press, New York.
Alexander, C.; Ishikawa, S. & Silverstein, M. 
(1977), A Pattern Language: Towns, Buildings, 
Construction, Oxford University Press, New 
York.
Gamma, E.; Helm, R.; Johnson, R. & Vlissides, 
J. (1993), ‘Design Patterns: Abstraction and Re-
use of Object-Oriented Design’, Lecture Notes in 
Computer Science 707, 406--431.

   Yishay Mor

Design patterns



20 Digital Identity matters

The participatory pattern workshop (PPW) meth-
odology has been used throughout this project to 
help develop a set of design patterns for digital 
identity. The PPW approach is based on a three 
workshop format. Each workshop has a specific 
purpose and set of outcomes leading to the next 
workshop as follows:

1. Case-story workshop: 
Aim - Engender collaborative reflection among 
practitioners by a structured process of sharing 
narratives of successful practice. Case-stories are 
submitted in advance by the participants and then 
discussed and interrogated using a range of face-
2-face group activities.

2. Pattern mining workshop
Aim- Identify commonalities across case-stories 
and abstract transferable design knowledge in 

a semi-structured form. The design patterns are 
iterated a number of times during the workshop 
and a domain mapping activity is used to help 
define the interrelations between them. 

3. Future scenarios workshop:
Aim - Validate design patterns by applying them 
to new problem scenarios in real contexts. Partic-
ipants are asked to submit novel real world prob-
lems they are facing in the form of a structured 
scenario. The patterns are then used as design 
tool to help build solutions to these problems.

Reference
The Pattern Language Network (Planet) project 
http://patternlanguagenetwork.org

Participatory Pattern Workshops



Digital Identy matters 21

Our three workshops were held through 2009. 
For the first we asked invited participants to sub-
mit structured case-stories of successful practice 
related to digital identity issues they had expe-
rienced. The twenty-seven narratives covered 
topics ranging from aggregating identity sources 
to collaboration in virtual worlds. These case-
stories were intensely scrutinized by working 
groups to abstract the core elements that formed 
the basic problem-solution-context statements of 
our eventual design patterns (http://www.purl.
org/planet/). The second workshop combined 
both pattern development and future scenarios. 

This allowed the eleven patterns to be reiterated 
via their application to a set of novel design prob-
lems. For our final workshop we concentrated on 
taking four of the patterns through a ‘writer’s 
workshop’ to prepare them for publication. The 
results of this exercise are shown below in the 
pattern authored by Margarita Pérez García.

Reading
Gabriel, R. P. (2002), Writer’s Workshops and the 
Work of Making Things, Addison-Wesley Long-
man Publishing Co., Inc. Boston, MA, USA.

Design Patterns for Digital Identity

Elaborating the interrelations between design patterns
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Development history
The first version of this pattern was developed 
during the 1st Eduserv Digital Identities work-
shop in January 2009 organised by the Rhizome 
project (http://www.rhizomeproject.org) and is 
the product of a working group that included - 
Phil Archer, Josie Fraser, Sally Griffin, Jim Hens-
man, Mark Kramer, Finbar Mulholland, and Mar-
garita Pérez García. http://digitaldisruptions.org/
rhizome/2009/06/22/case-story-workshop/
The second version of this pattern was devel-
oped during the 2nd Eduserv Digital Identi-
ties workshop in March 2009 with input from 
Leon Cych, Jonathan Poole, Mira Vogel and 
Pérez García. http://digitaldisruptions.org/rhi-
zome/2009/08/05/scenarios-patterns-workshop/
The complexity of this pattern demanded a 
number of revisions. It was clear that two or pos-
sibly more patterns sat within the same problem 
space: online publication of images of our chil-
dren; publishing of photos of pupils and students; 
potential contributions to a third person’s online 
identity; and publishing personal images that are 
vulnerable to discrediting or suspicion.
The final version of this pattern therefore focuses 
solely on the online publication of images of chil-
dren by parents and guardians. It was prepared by 
Margarita Pérez García and presented to the 3rd 
Eduserv Digital Identities ‘Writers workshop’ and 
has been updated after shepherding by Jim Hens-
man, Yishay Mor, Andy Powell, Megan Smith, 
and Steven Warburton. http://digitaldisruptions.
org/rhizome/2009/12/30/writers-workshop/

Putting children first

This pattern highlights the tension between personal online iden-
tity authoring and the responsibility we have towards others when 
their identity is enmeshed with ours. Specifically, how parents and 
guardians mitigate the risks associated with publishing online im-
ages of their children and the resulting contribution they make to a 
child’s digital identity.
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Problem
Photographs have an important place in present-
ing, reflecting and understanding our identities, 
and in preserving our memories. The ease of cap-
turing digital images combined with the prolif-
eration of social sites and services for publishing 
them online make it is simple to share such con-
tent publicly on the Internet. 
Parents and guardians who create an online iden-
tity that includes images and text about their 
children inevitably contribute to their children’s 
online presence. Parents and guardians can un-
knowingly participate in the construction of the 
digital identity of dependents who subsequently 
have little control over how they are presented or 
who they are presented to.
Whatever the reasons or justifications for the on-
line publication of these images, the problem re-
mains. An online picture of a child that is posted 
on the Internet contributes and/or interferes with 
that child’s online identity before they under-
stand the implications and are able to build and 
manage their own digital identity. At worst these 
images can present a series of risks that need to 
be mitigated:
• Potential for abuse - this can be via cutting and 

pasting images, editing images or changing 
the context within which an image is viewed. 

• Access to personal information - images can 
be used within flaming, stalking and cyber-
bullying type behaviours.

• Identity theft - too much personal information 
can accidentally be made visible and lead to 
identities being stolen. 

• Attraction of unsolicited communication – 
this could be to a parent or child represented in 
a given image via the online service in which 
the image resides, but this could also trans-
late into tracing a person in the real-world if 
geotags (geographical identification metadata 
usually consisting of latitude and longitude 
coordinates) have been used.

• Misinterpretation - information may be inap-
propriately represented, errors amplified and 
false conclusions drawn, for example when 

images are taken out of their original context 
and aggregated into pornographic collections. 

• Interference - images that persist over time 
have the potential to affect their adult life for 
good or ill. The created identity can interfere 
with the identity the children create for them-
selves in the future that will evolve over time 
as they play with their identity.

• Potential embarrassment of children in the 
short, medium and long term.

Forces
Parents and guardians have different reasons to 
publish photos of their children. They do not 
need any authorisation or a third person’s con-
sent to do so – they are legally responsible and by 
default this includes the responsibility for their 
digital identity. The reasons for publishing im-
ages can be varied:
• Sharing our family life history with friends 

and family around the world. Often this in-
cludes non-digitally literate members who 
will not create an account on a photo-sharing 
service to access private photos and therefore 
images are left visible in the public domain;

• Sharing and reflecting on our lifestyle and 
identity as we navigate through life with chil-
dren;

• For common good or social interest, for ex-
ample by creating a portfolio of a rare health 
condition to solicit information and help.

Whatever the reasons that parents and guardians 
have, the online publication of photographs un-
covers a number of tensions:
• The act of self-conscious identity develop-

ment of the adult’s digital identity versus the 
contribution this makes to a minor’s digital 
identity, including the new perceptions and the 
impact of a public photo on the audience and 
the subject of the photo itself;

• Assuming full authority and control over a mi-
nor’s digital identity versus the lack of consent 
and informed judgement about that impact on 
the child’s identity;
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• The persistent nature of online images that fix 
identity versus the dynamic and changing na-
ture of a child’s identity and the freedom of 
identity play;

• Conflict between the parents and guardian’s 
personal benefit in building digital identities 
of familyhood and the potential dangers that 
are a child might become exposed to in this 
process.

These forces stress the need for negotiation and 
vigilance around any piece of visual information 
on the Internet that relates to a minor.

Context 
Theses issues are relevant to all parents and 
guardians who are legally responsible for the 
children within their care. More broadly, they 
also resonate with any situation where someone 
manages their own or another’s online identity 
and therefore have an ethical responsibility to 
consider issues such as the online safety of those 
they portray. Although this pattern is drawn from 
case-stories that focus on the practice of putting 
images of children online, it is applicable to many 
situations where the sharing of digital content 
impacts on others, with a particular poignancy to 
vulnerable populations.
When we refer to publishing images online we 
do mean the activity of uploading images that 
include parents with their children or depict chil-
dren alone, into an online portfolio (e.g. blog, 
social network sites like Facebook, or a photo-
sharing service such as Flickr or Picassa) where 
the content of these sites is potentially open to 
public view or can be accessed by Internet search 
engines or aggregation tools.

Solution
The children’s views and integrity must be re-
spected. Put them first! Accept that managing 
online identities is an ongoing task that requires 
effort and vigilance.

Concrete actions
• When choosing a service be aware of what 

kind of functionality the online photo man-
agement and sharing application offers. It is of 

utmost importance to choose a service that of-
fers good privacy protection such as granular 
control over who can view your images. 

• In Social Network Services (e.g. Flickr) use 
the privacy settings and the safety controls 
that are provided. Do not assume that privacy 
is the primary goal of any service provider.

• Limit the number of public photos in SNSs 
and make sure you set passwords or other se-
curity features to access these pictures. If the 
service doesn’t offer safety controls and gran-
ular access, then consider not using the service

• Monitor any changes that the service provider 
may make to privacy controls in the future and 
review the implications in terms of access to 
your stored content.

• Change access permissions from public view 
to private contacts as necessary and do not 
forget to manage your network boundaries. 
Review your list of contacts and ask your self: 
‘Who are my friends?’.

• Delete or hide photos that are vulnerable to 
dangers such as discrediting or suspicion.

• Add appropriate reproduction rights to your 
images e.g. All rights reserved or Creative 
Commons (http://creativecommons.org/
about/licenses/)

• Prevent automated association in other peo-
pls’s ‘favourite’ collections and galleries by 
monitoring activity, blocking favourites and 
altering default authorisation settings that al-
low your photos to be added to third person 
galleries. 

• Use the service providers “report abuse” func-
tionality to report any suspicious or unwanted 
activity from external parties or other site us-
ers.

• Digitally alter a photo to obscure identification 
of children that are included in photos with 
adults, for example by blurring facial features.

• Consult the child who is in the picture and 
check that they are happy to see it online.

• Monitor and control tagging of your photos by 
preventing automated and/or human generated 
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tags being added that could be used to name 
people represented in the photos.

• Use geotagging with caution. If you are not 
sure what it does then leave it alone!

• Hide the photos of your children from public 
search engines.

• Avoid giving out too much information in 
photo titles, descriptions and comments.

Support
This pattern is supported by two case-stories:
• Pérez Garcia, Margarita. (2009). Controlling 

Flickr Contacts in: The Pattern Language Net-
work case stories repository. Retrieved August 
12, 2009, from http://patternlanguagenetwork.
myxwiki.org/xwiki/bin/view/Cases/Control-
lingFlickrContacts

• 1.Fraser, J. (2009). Other people’s identities 
in: The Pattern Language Network case stories 
repository . Retrieved August 12, 2009, from 
http://patternlanguagenetwork.myxwiki.org/
xwiki/bin/view/Cases/otherpeoplesidentities

These two case-stories are completed with refer-
ences to five others textual narratives:
• Brady, Christian. (2007, January 4). Why you 

can’t see pictures of my kids… in: Targuman. 
Retrieved August 12, 2009, from http://targu-
man.org/blog/2007/01/04/why-you-cant-see-
pictures-of-my-kids/

• Camplese, C. (2007, January 31). Flickr You 
in: Cole Camplese: Learning and Innovation. 
Retrieved August 12, 2009, from http://www.
colecamplese.com/2007/01/flickr-you/

• Couros, A. (2009, January 13). Flickr Perver-
sion in: open thinking. Retrieved August 12, 
2009, from http://educationaltechnology.ca/
couros/1203

• D’Arcy, N. (2007, February 1). Deflickring 
in: D’Arcy Norman dot net. Retrieved Au-
gust 12, 2009, from http://www.darcynorman.
net/2007/02/01/deflickring/

• Fraser, J. (2007, February 3). Pictures of chil-
dren online in: SocialTech. Retrieved August 
12, 2009, from http://fraser.typepad.com/so-
cialtech/2007/02/pictures_of_chi.html

Though different, these case-stories complement 
each other by providing insights from differing 
perspectives about the use of social media. In 
particular the use of the online photo manage-
ment and sharing application Flickr to publish 
images of family life, including those of children 
alone or with their parents. The case stories come 
with three visual narratives depicting (i) a family 
image taken out of context by being added to a 
child pornography collection (ii) a parent’s action 
statement against the open publishing of images 
of children (iii) and a photo from an art project 
‘The Privacy of Our Kids in Flickr’ uses images 
of children deliberately published by parents un-
der the Creative Commons licence By-SA-NC.
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Conclusions 
This pattern can be generalised to any situation 
where we produce content that references oth-
ers and make it publicly visible, for example at 
a conference or workshop where we may take 
pictures of participants and outputs and put them 
up on Flickr. 
Other related patterns may arise from the follow-
ing situations:
• Publishing compromising personal online im-

ages may be against social norms, cultural 
codes or have a negative impact on profes-
sional life

• Publishing online pictures of minors such as 
pupils and students

• The ethical considerations we need to address 
when we knowingly create content that will 
contribute to a third person’s online image

For this pattern two questions remain unan-
swered:
• Ethically, is it up to parents to create an ID for 

their children? 
• At what point can a child be sensibly consult-

ed for consent on the publication of an online 
picture depicting them alone or with an adult? 
Is there particular moment at which children 
should be engaged with these decisions? 

Finally, what can we expect in the future. Perhaps 
one of the solutions we will see is the ability to 
add digital rights management (DRM) to an im-
age that could allow for legacy photos to have 
their rights reassigned at a later date so that oth-
ers can delete or manage them.

References
• Keeping Kids Safer on the Internet: Tips 
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P a g e S e r v l e t ? L a n g u a g e C o u n t r y = e n _
US&PageId=3601  

• Kids Online: Balancing Safety and Fun http://
wiki.idcommons.net/Kids_Online and Kids 
Online Charter by IDcommons http://wiki.id-
commons.net/Kids_Online_Charter 

• Parents photographing and videoing school 
events http://www.teachernet.gov.uk/whole-
school/familyandcommunity/childprotection/
usefulinformation/photosandvideos/photo-
schoolevent/

• Protect Your Child From Identity Theft 
http://www.parenttalktoday.com/parent-
talk/2008/05/protect-your-child-from-iden 
tity-theft.html 

• How safe are my children’s photos? Discus-
sion thread in Flickr: http://www.flickr.com/
help/forum/61339/?search=neighborhood 

Licence:
This work is licensed under a Creative Commons 
Licence: Attribution, Non-Commercial, No De-
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Further information:
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project.org 
See also the Pattern Language Network database 
at http://purl.org/planet/Main/
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Controlling Flickr contacts
Tell me whom you walk with and I’ll tell you who you are
This case story was written by Margarita Pérez 
Garcia for the first Rhizome project Digital Iden-
tities Workshop held in London, January 2009.

Situation
I have maintained an account on the photo shar-
ing and social networking site Flickr since 2004. 
I have used this for both personal and profession-
al aspects of my real persona. I use photo sets and 
collections to differentiate between personal and 
professional content and also to separate different 
parts of my personal life. I do not want my self-
portraits mixed with the photos of my children. 
I have not really engaged in rich conversations 
with other Flickr users and I have not felt the 
need to complete my profile. I keep 33 contacts, 
most of them real life friends, and belong to a 
few groups mainly related with spontaneous and 
naive art. My account is frequently aggregated by 
other users who will, for example, make me one 
of their contacts. Some of my photos are added as 
a favourite, and commented. As a consequence, 
a part of me is automatically added to other peo-
ple’s profiles and photostreams: I appear in the 
list of contacts of a given user. My photos appear 
in the users’ favourite collection, and associated 
out of context with other photos according to a 
criteria I don’t necessarily perceive or under-
stand.

Task
My problems started with a photo that my eldest 
son took of me while breastfeeding my newborn 
baby. In a single year ‘Happy breastfeeding’ was 
viewed 3,464 times. This photo started as a per-
sonal project against people who complain about 
breastfeeding in public places. It followed two 
awful encounters where I had been told to ‘stop 
doing that there’, even though it was discrete and 
I had a scarf over the head of my one month old 
child.

As an answer, I wanted to replicate a photo that 
unfortunately isn’t public any more whose title 
was ‘For you pervs out there. . .’ In this photo 
a mother of a toddler is breastfeeding her child, 
while she sticks two fingers up to the camera. The 
photo, as many other of the kind, is published in 
the Go fuck yourself Flickr group. So I wanted to 
so the same: breastfeed, not so discreetly, while 
looking straight into the eye of those people who 
condemn breastfeeding in public and being both 
rude and angry. But this was impossible with my 
little clown taking the photo. We couldn’t be seri-
ous and could not help but laugh out loud. The 
result: ‘Happy breastfeeding!’.
Since that time, the photo has been marked as 
a favourite by many ‘pervs’ who maintain fake 
Flickr accounts where they do not post any 
photos, but instead collect other user’s photos 
showing nudity and partial nudity - like mothers 
breastfeeding or children without T-shirts play-
ing out on a hot summer day. Suddenly my photo 
and I appeared in association with pornography 
among the contacts and collections of users who 
were members of ‘Mature women nudes’ and 
‘Delicious oral sex’ … just to cite two of the less 
offensive groups.

Actions
When I realised that this was happening I defined 
a personal rule regarding my content in Flickr: 
to block any contact or fan of my photos who 
is associated with pornography. In other words 
anyone who publishes pornographic photos, be-
longs to a pornographic group, has pornography 
in their favourites or selects one of my photos for 
inclusion a pornographic photo pool.

Results
I now systematically monitor the accounts of 
people who establish any virtual relationship 
with me in Flickr and if not compliant, I block 
them.
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As a consequence these users:
• Cannot comment on my photos (all comments 

on my photos made by them are deleted); 
• Cannot comment on my sets (all comments on 

my sets made by them are deleted); 
• I am removed as one of their contacts (and 

they cannot add me as a contact again); 
• Cannot add my photos as favourites anymore 

(any of my photos marked as their favourites 
are removed); 

• Cannot blog my photos; 
• Cannot add notes or tags; 
• Cannot send me FlickrMail. 
This obliges me to follow my social activity 
closely, as I do not want to be associated or to 
have my four children associated with unwanted 
people or groups. I could have set my collection 
as visible to private contacts or friends only - but 
I do not want this. I want a public collection of 
photos. And ‘Happy breastfeeding’ is my provoc-
ative public statement on breastfeeding.
Not directly related, it is worth mentioning that 
I also do not tag my children’s photos, to avoid 
them being overexposed. The photo titles gener-
ally take the form of name plus date only. I have 
changed most of the permissions to allow view-
ing by known contacts and left only the portraits 
for the public eye.

Lessons Learned
Essentially, the realisation that there is a time 
element associated with the management of pri-
vate-public content on the Internet. Most moth-
ers who put photos of their children on Flickr 
suffer this kind of problem, yet one faces the di-
lemma between restricting photos to friends only 
or deploying strong policies for controlling the 
interactions around the images. Hence users de-
velop their own strategy to control these issues, 
like sending FlickrMail messages in a chain be-
tween mothers to question the intentions of cer-
tain Flickr users. This might be followed by mass 
blocking of the user and reporting abuse. Or one 
can use the Flickr profile to explain what type of 
interaction policy is acceptable for your account. 

For example, one of my Flickr contacts states in 
her profile:

“My photos speak about love and shar-
ing, proximity between parents and child, 
nothing sexual! I do not wish my photos to 
be added as favourites on people’s account 
who are looking for erotic or pornographic 
aspects, or be added as a contact. I am 
nevertheless very happy to share my photos 
with people who respect this opinion. 
Motherhood is pure… thanks”

Finally, I became more aware of certain threats 
that have an impact of my digital reputation. The 
ENISA Position Paper No.1 Security Issues and 
Recommendations for Online Social Networks 
was an enlightening read that increased my un-
derstanding and awareness of these issues. 
An earlier version of this case story has appeared 
at: http://www.margaperez.com/?p=180
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Other people’s identities

This case-story describes issues of parental re-
sponsibility and identity disavowal. It was writ-
ten by Josie Fraser and submitted to the first Rhi-
zome project Digital Identities Workshop held in 
London, January 2009.

Situation
Like most people working in the field of social 
media, I have a purposefully easy to find online 
presence. I belong to multiple social networks, 
for work, for research, and for experience. The 
social networks (and I’m using a broad defini-
tion here, as outlined in http://www.digizen.org/
socialnetworking/) I use most frequently are typi-
cally those that I can also most easily repurpose 
and use to maintain a constantly updated pubic 
presence, these include Twitter, Flickr, my blogs 
and Delicious.  Probably more important though, 
is that they are also the ones that allow me to so-
cialise, discuss, hang out and meet new people. 
I started using the Internet about 12 years ago to 
socialise, prompted by the physical limitations of 

 
being a single mother, of being broke all the time 
and not having a social or family network around 
me. For me the experience of being online was 
an extremely positive and liberating one, as it re-
mains.

Task
The primary issue was my desire to protect my 
son from harm, in the broadest sense, and to act 
respectfully towards him. 
I am used to belonging to self-determined com-
munities of people who I like and respect, who 
I often know exclusively or primarily online. 
It might seem like an obvious extension of my 
friendship and relationship building to share 
stories and pictures of my son, and to model a 
sense of my everyday experience – which heav-
ily features the joys and logistics of motherhood 
- online. 
However, there are several reasons why I don’t 
do this. Firstly, there’s thorny the issue of con-
sent, and how my son negotiates and understands 
this at different points I his life.
There are also ethical, or just straightforwardly 
thoughtful, considerations. My mum has a par-
ticularly embarrassing picture of me that haunted 
the whole of my childhood. As an adult, I’m ok 
with it (no, really). Thankfully my mum was 
mostly sensitive about my particular loathing of 
this picture and didn’t get it out at every avail-
able opportunity – if she’d have put it online I can 
imagine I would have been mortified. Maybe not 
at the time she put it up, but certainly a few years 
down the line, and especially if anyone from my 
school had come across it.
There’s also the issue of digital presence. Is it up 
to us to contribute to our children’s digital pres-
ence? Would you have liked your parents con-
tributing to what searches of you might return? 
Perhaps by now I would have loved that embar-
rassing picture of myself – maybe it would have 
come to mean something entirely different to 
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me. But at different points in my life it certainly 
wouldn’t have been at all welcome. 
The other obvious issues are internet related 
child abuse and bullying. I’m very much against 
a moral-panic approach to using technology, and 
I also think it’s very important that we evaluate 
and evaluate risks appropriately. While the vast 
majority of child abuse takes place entirely of-
fline, and is typically perpetrated by the victims 
family or immediate circle, that’s also no reason 
to dismiss the chances of a child or young per-
son we know coming into contact with someone 
who could harm them. We take steps to educate 
them about a range of strategies they can use to 
look out for themselves in their offline and on-
line dealings. In the same way, we need to model 
good practice ourselves. 
Another reason for ‘protecting’ my son and not 
talking about being a mother is linked to finan-
cial insecurity. My career is on the way to be-
ing well established, and I’ve proven that I can 
manage to raise a child ‘alone’ (I moved closer to 
my mum and sister, so I have the luxury of a sup-
port network now) and so it worries me less that 
people might judge and choose not to employ me 
because of my status as a single mother.

Actions
Initially, I kept all pictures of my son strictly 
within private, friends or family only permis-
sions on Flickr. This has changed – I have a 
couple of pictures of my son as a small child in 
public. I’m similarly careful about the rest of my 
young family members too – I posted a picture of 
my then14 year old niece last year only to have 
it immediately favourited by a complete pervert. 
I removed the picture from public view, and 
blocked the guy. 
Similarly I don’t really talk about being a mother, 
although I’ve noticed this changing as my son be-
comes more independent himself. 
Basically, I negated any public online identity 
that explicitly represented me as a mother for a 
long time.

Results
Yes, it worked very well, since I have been con-
sistent and systematic, had clearly defined rules 
about representing my son which I’ve stuck too. 
However, my son is getting older, his and my 
identities are both significantly shifting, and I’m 
wondering about ‘not having been a mother’. 
Was it just a handy tactic, or was it a cowardly 
disavowal of parenthood?  Is ‘being a mother’ in 
this sense important? For me, or for others?

Lessons Learned
Protecting your children online is actually really 
easy; watch out for the political speculation.

Licence
This work is licensed under a Creative Commons 
Licence: Attribution, Non-commercial, No De-
rivatives.
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We have focused on one particular approach to 
studying digital: a methodology for gathering, 
synthesizing and abstracting expert knowledge. 
The quality of the design patterns developed dur-
ing this process depends on their successful im-
plementation to solve novel problems.   Our full 
set of patterns is available in an accompanying 
volume and includes example design scenarios. 
The next step is for individuals outside the 
project to take these patterns, use them, and help 
us improve them. We look forward to hearing 
from you.

Conclusions
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If you like to consult all the patterns developed 
during the Digital Identity Workshops, then do 
not miss our next publication: Digital Identity 
Patterns. Among the list of patterns developed 
by the participants at the workshops, you will 
find: 

Putting children first 
How can parents and guardians publish online 
images of their family life and manage the result-
ing contribution this makes to their children’s 
digital presence? This pattern deals with the pub-
lication of images of children online. It highlights 
the tension between digital self-authoring and 
our responsibility to others when our identity is 
enmeshed with theirs. 

Permissioned AggregAtion

This pattern addresses the ethical use of personal 
data such that the data subject’s ‘moral’ rights are 
respected. This encompasses both sensitivity to 
the re-use and re-contextualisation of other’s per-
sonal data and control and representation of one’s 
own personal data.

identity PlAcemAking

How do we overcome the difficulties of main-
taining a sense of agency when extending a pro-
file across multiple online applications? This 
pattern explores how we architect our socially 
networked spaces to extend our identity into the 
public digital domain. 

sPAce for lurking

Providing the space and time for individuals to 
acclimatise to extant social rules and behaviours 
is an important design consideration. Lurking, 
despite its’ often negative connotations, is put 
forward as a valid activity for individuals enter-
ing an unfamiliar online social space, especially 
when deciding how to present themselves and 
their identity online.

WhAt’s my nAme

We may take on a pseudonymous identity for 
protecting reputation and mitigating negative re-
percussions. But how can we resolve issues that 
arise from this action. 

WeAr your skills

Potential collaborators need to know about each 
others’ skills and abilities to successfully com-
plete a task together. What mechanisms can we 
use in online settings to make visible our skills?

leAving trAils

The profundity of electronic communication 
channels mean that we can often move seamless-
ly from one communication space to another. But 
to maintain consistency and coherence we need 
to find ways of allowing others to follow our trail.

PurPoseful delAy

The ease of electronic communication between 
individuals promotes speed and efficiency but 
this sense of immediacy reduces reflection time. 
When we are working in a pressured professional 
situation we sometimes need to think twice be-
fore pressing the send button. 
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fAcet me

Perhaps the most basic divide we make in our 
online identities is that between personal and 
professional activity. But how do we maintain 
differentiation between these facets of our online 
identities that are built for different audiences?

digitAl identity PAnic

What steps can you take to reduce confusion and 
the unexpected relationship collisions that inevi-
tably occur when maintaining identities across 
multiple social networks.

identity before collAborAtion

People are often reluctant to collaborate before 
establishing the identity of themselves and their 
peers. But how can we make our identities more 
visible and meaningful in online environments 
where social information relating to identity is 
occluded?


